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Confidentiality undertaking and Data Protection Policy 
 

This declaration is made on this ___________ of February 2021 by: 

NAME: 

SURNAME:  

 

(the “Member” or “You”)  

regarding information received from or in the framework of the activities of the Association of Parents 
of Pupils at the European School Brussels II - Woluwe (the APEEE) (the “Confidentiality 
Undertaking”). 

 

1. Confidentiality Undertaking: 

As board member of the APEEE, you will have access to a wide range of information, some of which 
is confidential.  

“Confidential Information” shall include (1) any information concerning Personal Data as defined 
in part 2 of this Confidentiality Undertaking and (2) any information of whatever nature that is made 
available to board members in writing or verbally or electronically, and that is 

a) marked or identified as confidential, in writing or otherwise by the issuer of such information 
or by the board,  

b) that is confidential under any applicable regulation or  
c) that can otherwise be reasonably considered to qualify as confidential information e.g. 

because it deals with projects, assessments or documents that are not ready to be made 
public or because it contains sensitive information on e.g. (non-exhaustively): 
• Financial information on the APEEE or its counterparts that is normally considered 

confidential; 
• Non-public reports of supervisory entities and government institutions regarding the 

APEEE or the European School; 
• Employment related documents concerning the APEEE or the European School; 
• Non-public accounting or financial documents regarding the APEEE or the European 

School; 
• Individual or personal positions, comments and ideas regarding APEEE matters from 

other board members expressed during internal discussions of  a sensitive nature; 
• Any information that in case of disclosure could cause harm or embarrassment to the 

persons or parties concerned. 

Confidential Information does not include, however, information which (a) is or becomes generally 
available to the public other than as a result of a disclosure by the receiving party, (b) was available 
to the receiving party on a non-confidential basis prior to its disclosure or (c) becomes available to 
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the receiving party on a non-confidential basis from another person who is not otherwise bound by 
a confidentiality undertaking. 

You will keep the Confidential Information strictly confidential, will only use it for the purpose for 
which it was made available to you and will not share the Information with or divulge it to anyone in 
any manner whatsoever without APEEE’s prior written consent.  

This does not include sharing or discussing the Confidential Information with other board members 
that are bound by the same confidentiality undertakings as per this Confidentiality Undertaking,  in 
the framework of the board and its activities or to fulfil your role as a board member of the APEEE 
while ensuring the protection of the Confidential Information as set out in this Confidentiality 
Undertaking. In case of doubt you accept to seek prior authorization from the board before disclosing 
information. 

2. Data Protection Policy 

The APEEE treats personal data of students, parents, board members, employees or partners  of 
the APEEE and the European School and/or other persons which it shares with the board members.  

Personal data includes “any information relating to an identified or identifiable natural person (‘data 
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular 
by reference to an identifier such as a name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person” (Article 4. Regulation (EU) 2016/679). 

The APEEE is committed to the General Data Protection Regulation (GDPR) 2016/679 of the 
European Parliament and of the Council of 27 April 2016 on the protection of natural persons with 
regard to the processing of personal data and on the free movement of such data1  as well as any 
local national applicable data protection law. 

APEEE is a data controller and processor of personal data as per the GDPR. It thus has an obligation 
to implement appropriate technical and organizational measures to ensure and to be able to 
demonstrate that processing is performed in accordance with this Regulation. 

As board member, you are thus committed to comply with these appropriate technical and 
organizational measures (as set out in this Confidentiality Undertaking, including part 1) when 
processing data (personal data of pupils, employees, service providers and other partners of 
APEEE), whether in name of the APEEE or in your own name, and thus to do so in accordance with 
your responsibility. Processing of personal data means “any operation or set of operations which is 
performed on personal data or on sets of personal data, whether or not by automated means, such 
as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination or otherwise making available, 
alignment or combination, restriction, erasure or destruction”. 

In case of any doubt, when dealing with information which are potential personal data, you should 
consult the APEEE. 

In case of a personal data breach you are reminded that you have to inform without delay the APEEE 
data protection officer via e-mail with all available information to data-protection-
officer@woluweparents.org. A personal data breach is understood as “a breach of security leading 
to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data transmitted, stored or otherwise processed. For instance loss of telephone, laptop, 
passwords broken, hacked, etc.”  

 
1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA 
relevance) - https://eur-lex.europa.eu/eli/reg/2016/679/oj 

mailto:data-protection-officer@woluweparents.org
mailto:data-protection-officer@woluweparents.org
https://eur-lex.europa.eu/eli/reg/2016/679/oj


Approved by the Board on 15/02/2021 

Breach of the GDPR and thus of part 2 of this Confidentiality Undertaking can cost the APEEE up to 
EUR 260,000 (article 83 of the GDPR) and you therefor undertake to make all efforts to avoid and 
to repair any damage (including to its reputation) as a direct or indirect result of a data breach directly 
or indirectly caused by your fault or negligence.  

3. How to protect Information 

You agree to only process and store Information in the safe IT environment provided to you by 
APEEE (Woluweboard email addresses and related IT environment including shared protected work 
spaces as authorized by APEEE) or on any other system for which you will then guarantee and be 
sole responsible for the safety and protection of the Information.   

You will abide by all further directives of APEEE regarding the processing of such Information. In 
case of use of your personal device to process or store electronically Information, it is your personal 
responsibility to secure it adequately (e.g. password or other access restrictions…) and to return 
and/or delete (at the choice of APEEE) this Information permanently from any computer, word 
processor or other device containing such Information from the moment of your departure from the 
APEEE board at the latest or as soon as APEEE requests you to do so. You will make available to 
APEEE all information necessary to demonstrate compliance with this document and fully assist 
APEEE in this regards.   

E-mail accounts will be closed as of your departure from the APEEE Board but will be maintained 
dormant on the system, so that you (but also the APEEE) can still access a copy of the e-mail 
accounts should need arise e.g. for the purpose of compliance with the General Data Protection 
Regulation, this Confidentiality Undertaking or any other applicable regulation. We invite you to 
delete any personal e-mails before your departure from the APEEE and will maintain your access 
for that purpose for 15 days after your departure. The dormant e-mail accounts will only be kept for 
a period of 5 years after your departure and will be treated by the APEEE conform its Data Protection 
and e-mail policy.   

You acknowledge that any breach of this Confidentiality Undertaking can cause serious harm to 
APEEE or any third party and you therefor undertake to make all efforts to avoid and to repair any 
damage (including to its reputation) as a direct or indirect result of your breach of this Confidentiality 
Undertaking.  

 

Received, understood and accepted   

Name (in block letters) ____________________________________________  

Signature _____________________________________________________      

Place_____________________________ Date______________________  


